
Top Five Barriers to LTE Success
How to Manage the Unexpected When Testing 
for LTE Readiness
The mobile Internet has quickly become woven into the 
fabric of business productivity and consumer use. 
Powerful smartphones, lightweight netbooks, the 
pervasive use of social media, and entertaining interactive 
applications are just a few of the catalysts in the exploding 
demand for mobile broadband services. As mobile data 
traffic increases more than a hundredfold over the next 
five years, network operators must scale their increasingly 
complex networks gracefully and cost effectively if they 
wish to meet customers’ seemingly insatiable desire for 
increased mobile coverage and capacity.

Enter the need to proactively test Long Term Evolution 
(LTE). LTE, as defined by 3GPP Release 8, is the transition 
between 3G and true 4G. 

Market watchers expect the LTE uptake to be swift, with 
commercial service rollouts in force by 2010. ABI 
Research forecasts more than 32 million LTE subscribers 
by 2013.  Market researcher Infonetics is even more 
optimistic, and projects that the number of LTE 
subscribers could exceed 72 million in the same 
timeframe.  As of early 2009, more than 18 telecom 
providers have committed to deploy LTE.  

As network operators design, deploy and operate their LTE 
infrastructures, in concert with their existing mobile 
infrastructure, they must be prepared to manage the 
unexpected. Vendors too must be ready for the 
unexpected as they design and develop innovative LTE 
hardware and software solutions. 

Today, operators and vendors alike have mature test 
processes to verify new product interoperability, 
functionality and performance, yet LTE creates a new set 
of challenges. While the 3GPP Release 8 standard was 
locked in December 2008, specific deployment choices 
are in flux. The test landscape is evolving, which begs the 
question: How do you get test ready in an evolving test 
landscape? 

Successful carriers will roll out innovative mobile services, 
powered by their highly available, operationally efficient 
LTE infrastructures. They will dream up new services, 
based on the possibilities of new technology, while relying 
on proven processes and tools to mitigate unforeseen 
risks of network availability, reliability and security. They 
will deftly manage the transition from their current 
infrastructure to LTE and beyond while meeting their 
customers’ expectations, whether those customers are on 
the cutting edge or happy with the status quo. 

But, before they achieve these goals, they must overcome 
five key barriers to success with LTE.

1. Manage Costs
An operationally efficient network is the difference 
between a highly profitable service and an unprofitable 
one. The capital cost of any network is but a fraction of the 
total cost of ownership (TCO), and LTE is no different. In 
fact, NIST estimates that it is 30 to 50 times cheaper to fix 
a bug in development than in the field.  

Vendor selection for LTE products is critical for all network 
operators. By verifying that any product under purchase 
consideration will meet the carrier’s standards for 
robustness directly contributes to an infrastructure that is 
more available, reliable and secure. Ultimately, it leads to 

a lower TCO. Network operators must be able to assess 
that products work as advertised during the vendor 
selection process. 

Testing is equally valuable during the network design and 
systems integration phases, so operators verify that 
products work and work together as promised. The ability 
to test LTE gear for resiliency in advance of deployment 
helps operators make the best choices for architecture 
and product selection. It avoids wasting resources and 
incurring operational penalties because of fire drills 
resulting from low-quality equipment in production 
deployment. 

2. Evolving Test Landscape- standards are in flux 
In any major new technological initiative, the standards 
are in flux at the outset. This is especially true of LTE, 
where vendors are adding value-added extensions or 
add-ons to the base specification in order to differentiate 
their solutions in the marketplace. The ability to take 
advantage of these differentiated offerings in turn could 
give an operator a sustainable competitive advantage. But 
when the test landscape is new 
and evolving rapidly, 
operators need a way to 
test different products, 
even those with 
proprietary extensions, to 
verify that they can be 
integrated successfully 
into the network. The 
ability of the operator and 
the vendor to manage 
unexpected issues 
caused by interoperability 
between competing 
solutions will be 
challenged.

3. Robustness of New 
Technology
New technology is 
inherently more fragile. 
New products and protocols 
are more susceptible to 
reliability, availability and 
security issues than 
field-proven legacy 
technology. Software 

development errors lead to zero-day or known 
vulnerabilities, which will be later exploited, causing 
untold damage and remediation costs. 
“Works as specified” on the data sheet isn’t good enough 
anymore. Deploying next generation technology into a 
production network is laden with risks, and a laundry list 
of line rates and features is insufficient data to create a 
true picture of how the products perform in the real world. 
Rarely specified are the most important vendor quality 
metrics: reliability, availability and security. 

Vendors who take a proactive approach to assessing the 
robustness and security of their new products are in a 
stronger position to win in the marketplace – at a lower 
cost. By assessing the products before the ship, vendors 
can avoid expensive product recalls and bug fixes.

4. Availability Greater than 99.999%
An untested landscape is fertile ground for the 
unexpected. LTE services must meet, if not exceed, the 
99.999% gold standard for uptime. Subscribers want a 
faster service to support their mobile lifestyle, but they 
also want a service that’s consistently reliable. Five-nines 

of reliability means 5 minutes of downtime per year; 
6-nines is about 30 seconds per year; and 7-nines is a 
mere three seconds per year! Are you confident that your 
LTE network design will meet customers’ expectations for 
a great mobile experience? 

Service degradations will be even more damaging than 
outright outages. Customers are quickly frustrated with 
poor service quality, which leads to customer churn, an 
increase in support costs and decreased revenue per user. 
Carriers that take a proactive approach to LTE service 
assurance will more easily meet goals for service uptime 
and avoid service disruptions or other quality issues that 
could otherwise impact revenue or customer retention 
rate. 

5. Support Legacy Equipment
As operators turn up higher speed mobile services, the LTE 
network must support legacy users to protect the current 
revenue base. Legacy subscribers will be more likely to 
switch providers if their existing service is negatively 
impacted by the roll out of next-generation services – and 
vice versa. 

Carriers must ensure acceptable service levels for both 

legacy and new customers, which is even more 
challenging because of the projections for vast amounts of 
video traffic. The ability to test capabilities such as quality 
of service, admission control and secure access over 
disparate access networks and technologies is all the 
more critical. Carriers must verify that all new LTE 
functionality will peacefully coexist with the legacy 
network. 

The Mu Solution for LTE Success
The Mu Solution significantly increases test coverage by 
several orders of magnitude. It also helps automate and 
ultimately reduce test creation time for a new space like 
LTE.

Mu is taking a leading role in helping network operators 
and vendors prepare their test strategy to overcome the 
top five barriers to success with LTE. Mu made similar 
efforts in the early days of IMS, such as participating in 
the IMS Plugfest and being early to market with IMS test 
suites for the Mu Test Suite. 

The Mu Test Suite embodies a systematic and repeatable 
process to identify weaknesses in any IP-based 
application or network, including LTE, IMS, IPTV and VoIP. 
The process does not end with the discovery of these 
weaknesses. The Mu Test Suite dynamically generates 
actionable remediation information on-demand to assist 
in pinpointing and resolving the discovered issues, 
verifying the efficacy of proposed fixes through an 
onboard regression database. 

• Thorough and Precise Test Coverage
The Mu Test Suite has a unique stateful protocol 
modeling engine that interactively explores 
complex, stateful targets with millions of 
dynamically generated variations of protocol 
traffic tailored to targets exact capabilities. The 
Mu test Suite includes dynamic protocol fuzzing 
suites with a large number of transport and 
authentication options. Mu is the only solution to 
support dynamically constructed attack vectors 
for user-defined protocol extensions. 

Mu offers solution bundles for LTE, as well as 
IMS, IPTV, VoIP, routing and others. For instance, 
a vendor could use Mu to test the reliability and 
availability of SIP handsets in communication 

with the Serving Gateway. Or it can use Mu to test 
the robustness of the Mobile Management Entity 
(MME) in under both IPv6 and IPv4.  

• Rapidly Create Custom Scenarios
QA and testing procedures were once hamstrung 
by the lag between the availability of a new 
protocol and the tools to test that protocol. No 
longer. With Mu’s custom scenario creation 
capability, customers perform upfront testing on 
new protocols and proprietary extensions in 
concert with the initial product or protocol 
availability. With Mu, you can thoroughly test for 
the unexpected. 

• Denial of Service Modules
With Mu, you can create customizable DoS 
attacks and detail accidental or malicious 
impact on critical business services, which is 
critical given the importance of quality of service 
for LTE networks. The module includes 
application level and protocol DoS attacks. In the 
end, you can use the Mu for actionable results, by 
correlating the traffic injection rate with faults 
and outages to more easily identify system 
recovery time. 

• Shareable Templates
Reliability, availability and security knowledge is 
most scarce during the earliest days of complex 
LTE network design and deployment, and Mu 

helps disseminate this information within 
organizations, so they can ensure consistent 
baselines and results. This knowledge becomes 
the basis for establishing best known practices 
for LTE network design, deployment and 
operations. Mu provides several test 
methodology papers as well as numerous 
specific test templates for analyzing the 
Reliability, Availability and Security of IP based 
services.

• Service Level Monitors and Response 
Time Charts
With Mu’s suite of more than 60 different built-in 
service level monitors and the ability to display 
custom response time charts, you quickly identify 
hot spots in LTE service offerings. The charts 
visually expose reliability and availability issues, 
which could lead to failures or implicit DoS 
attacks. For network vendors, the charts are 
useful as executive summaries of product 
weaknesses or to hone in hotspots for likely areas 
of downtime or poor quality. 

Network operators, vendors and critical infrastructure 
providers rely on Mu to help them build reliable networks 
and products as part of a secure, high quality SDLC. More 
than 120 customer sites depend on the award-winning Mu 
Test Suite to test for the unexpected in the next generation 
of mobile services.
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Diagram 1. With LTE, carriers can expand their mobile capacity and coverage to meet 
customers demand. LTE calls for an all-IP network on the Evolved Packet Core (EPC). The 
Serving Gateway is the local mobility anchor for UTRAN mobility. The Mobility Management 
Engine (MME) is responsible for authentication and critical management for mobile 
devices. The Packet Data Network Gateway (PDN GW) is the permanent IP 
point-of-attachment access for the UTRAN.
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Diagram 1. With LTE, carriers can expand their mobile capacity and coverage to meet 
customers demand. LTE calls for an all-IP network on the Evolved Packet Core (EPC). The 
Serving Gateway is the local mobility anchor for UTRAN mobility. The Mobility Management 
Engine (MME) is responsible for authentication and critical management for mobile 
devices. The Packet Data Network Gateway (PDN GW) is the permanent IP 
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