a lower TCO. Network operators must be able to assess
that products work as advertised during the vendor
selection process.

Testing is equally valuable during the network design and
systems integration phases, so operators verify that
products work and work together as promised. The ability
to test LTE gear for resiliency in advance of deployment
helps operators make the best choices for architecture
and product selection. It avoids wasting resources and
incurring operational penalties because of fire drills
resulting from low-quality equipment in production
deployment.

2. Evolving Test Landscape- standards are in flux
In any major new technological initiative, the standards
are in flux at the outset. This is especially true of LTE,
where vendors are adding value-added extensions or
add-ons to the base specification in order to differentiate
their solutions in the marketplace. The ability to take
advantage of these differentiated offerings in turn could
give an operator a sustainable competitive advantage. But

and evolving rapidly,

development errors lead to zero-day or known
vulnerabilities, which will be later exploited, causing
untold damage and remediation costs.

“Works as specified” on the data sheet isn’t good enough
anymore. Deploying next generation technology into a
production network is laden with risks, and a laundry list
of line rates and features is insufficient data to create a
true picture of how the products perform in the real world.
Rarely specified are the most important vendor quality
metrics: reliability, availability and security.

Vendors who take a proactive approach to assessing the
robustness and security of their new products areina
stronger position to win in the marketplace - at a lower
cost. By assessing the products before the ship, vendors
can avoid expensive product recalls and bug fixes.

4. Availability Greater than 99.999%

An untested landscape is fertile ground for the
unexpected. LTE services must meet, if not exceed, the
99.999% gold standard for uptime. Subscribers want a
faster service to support their mobile lifestyle, but they
also want a service that’s consistently reliable. Five-nines
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Diagram 1. With LTE, carriers can expand their mobile capacity and coverage to meet
customers demand. LTE calls for an all-IP network on the Evolved Packet Core (EPC). The
Serving Gateway is the local mobility anchor for UTRAN mobility. The Mobility Management
Engine (MME) is responsible for authentication and critical management for mobile
devices. The Packet Data Network Gateway (PDN GW) is the permanent IP
point-of-attachment access for the UTRAN.



Mu Tests Key Mobile and
EPC Services and
Applications including a
wide variety of real-time
data, voice and video
transports (e.g. GTP, GRE,
SIP and Diameter)

including complex and
proprietary protocols
extensions. Application
content can also be tested
using Mu'’s Test Suite to
ensure the removal of
unexpected weaknesses.




with the Serving Gateway. Or it can use Mu to test
the robustness of the Mobile Management Entity
(MME) in under both IPv6 and IPv4.

Rapidly Create Custom Scenarios

QA and testing procedures were once hamstrung
by the lag between the availability of a new
protocol and the tools to test that protocol. No
longer. With Mu’s custom scenario creation
capability, customers perform upfront testing on
new protocols and proprietary extensions in
concert with the initial product or protocol
availability. With Mu, you can thoroughly test for
the unexpected.

Denial of Service Modules

With Mu, you can create customizable DoS
attacks and detail accidental or malicious
impact on critical business services, which is
critical given the importance of quality of service
for LTE networks. The module includes
application level and protocol DoS attacks. In the
end, you can use the Mu for actionable results, by
correlating the traffic injection rate with faults
and outages to more easily identify system
recovery time.

Shareable Templates

Reliability, availability and security knowledge is
most scarce during the earliest days of complex
LTE network design and deployment, and Mu
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helps disseminate this information within
organizations, so they can ensure consistent
baselines and results. This knowledge becomes
the basis for establishing best known practices
for LTE network design, deployment and
operations. Mu provides several test
methodology papers as well as numerous
specific test templates for analyzing the
Reliability, Availability and Security of IP based
services.

e Service Level Monitors and Response
Time Charts
With Mu’s suite of more than 60 different built-in
service level monitors and the ability to display
custom response time charts, you quickly identify
hot spots in LTE service offerings. The charts
visually expose reliability and availability issues,
which could lead to failures or implicit DoS
attacks. For network vendors, the charts are
useful as executive summaries of product
weaknesses or to hone in hotspots for likely areas
of downtime or poor quality.

Network operators, vendors and critical infrastructure
providers rely on Mu to help them build reliable networks
and products as part of a secure, high quality SDLC. More
than 120 customer sites depend on the award-winning Mu
Test Suite to test for the unexpected in the next generation
of mobile services.
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